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Abstract—Silent data corruption caused by random hardware
faults in autonomous vehicle (AV) computational elements is a
significant threat to vehicle safety. Previous research has explored
design diversity, data diversity, and duplication techniques to
detect such faults in other safety-critical domains. However, these
are challenging to use for AVs in practice due to significant
resource overhead and design complexity.

We propose, DiverseAY, a low-cost data-diversity-based redun-
dancy technique for detecting safety-critical random hardware
faults in computational engines (i.e., CPUs and GPUs). To
overcome resource overhead and design challenges, unlike typical
data-diverse systems that rely on data transformation techniques,
DiverseAV exploits the temporal semantic consistency available in
the autonomous vehicle sensor data to create data-diverse inputs.
Specifically, DiverseAV distributes the sensor data between the
two software agents in a round-robin manner. As a result, the
sensor data for two consecutive time steps are semantically
similar in terms of their worldview but significantly different
at the bit level, thus ensuring the state and data diversity
between the two agents necessary for detecting faults. Such a data
distribution strategy enables DiverseAV to reduce the resource
overhead and the effort required to deploy our technique in
real-world settings. DiverseAV shows promising results in our
fault injection-based assessment of an open-source Al agent in
detecting safety-critical faults with minimal resource overheads.

I. INTRODUCTION

Autonomous vehicle (AV) technologies are advertised to
be transformative, with a potential for bringing greater conve-
nience, improved productivity, and safer roads [1]. Ensuring the
safety of AVs is critical for their mass deployment and public
adoption. Random hardware faults, transient or permanent [2],
caused by power-supply spikes, electrostatic discharge, and
external radiation strikes in the computational elements, such
as CPUs, GPUs, and ASICs, used in AVs pose a significant
threat to the safety of the vehicle [3], [4]. Such faults may
lead to a detectable uncorrectable error (DUE) that degrades
system availability or an undetected error, i.e., a silent data
corruption (SDC), that may cause vehicle misbehavior. Practical
implementations of autonomous driving systems include a fail-
back system that maintains the safety of the system in the case
of a DUE. In contrast, faulty behavior due to an SDC may
lead to significant safety hazards, resulting in loss of human
life and serious damage to vehicles [5]-[7]. Future trends of
increasing code complexity and shrinking feature sizes will
only contribute to increasing failure rates, thereby exacerbating
the problem. The magnitude of the problem is highlighted
by the ISO 26262 standard [3] for functional safety of road
vehicles, which mandates that the residual FIT rate! of the
System on Chip (SoC) used in autonomous vehicles should be
<10 FIT for the highest level of safety.

Current strategies for error mitigation include fault avoidance
and error detection mechanisms. Often DRAM memories and

IFailure-in-Time rate: 1 FIT = 1 failure per 1 billion hours.

large SRAM arrays are protected by ECC (error correcting
codes), data communication is protected by parity and check-
sums [8], [9], and critical software, including operating systems,
are executed on duplicated cores. Other techniques include
assertions [10]-[13], duplication [14], [15], [15]-[21], and data
and design diversity techniques [22]-[24] that can be employed
at the hardware or software level. Although these strategies are
largely effective, they are challenging to use in practice because
of chip area and power overheads, performance degradation,
and design complexity. Furthermore, due to the significant
probability that an error in the AV software is masked [7], many
instances of error detection degrade the AV system availability
without improving system safety.

Our Approach. We address the above-mentioned chal-
lenges by proposing DiverseAV, a lightweight, software-based
redundancy technique that exploits the temporal data diversity
present in the sensor data for detecting hardware faults. It is an
affordable alternative to a fully duplicated system for detecting
transient and permanent hardware faults. DiverseAV trades off
a marginal decrease (as compared with fully duplicated system)
in error detection coverage to achieve significantly lower design
complexity and resource overheads along with corresponding
power savings. Our approach requires no additional hardware
and minimal modification of the AV software. DiverseAV
incorporates the following key ideas.

Independent and data-diverse agents. Diverse AV instanti-
ates two independent software processes that use the same
autonomous vehicle software code (referred to as an Al-agent
or agent). However, unlike a fully duplicated system in which
agents use the exact same sensor data, DiverseAV introduces
data diversity between the two agents in which the two agents
use diverse data to compute control decisions. DiverseAV
introduces data diversity by exploiting the temporal semantic
consistency in the autonomous vehicle workload: the sensor
data (e.g., two subsequent video frames from camera sensors
that provide an object’s location and environment state) do not
change significantly from one time step to another (e.g., from
one time frame to another) even though the data at the bit level
(i.e., bit/pixel level representation of a camera image/frame) is
vastly different. DiverseAV does so by distributing the sensor
data in a round-robin manner between the two redundant agents,
thereby, introducing data diversity between two consecutive
time steps at the instruction level while maintaining the
semantic consistency between the two agents at the world level.
The data-diverse agents produce similar but not necessarily the
same output and the divergence between the two outputs in a
fault-free execution is bounded due to the semantic similarity
of the inputs in adjacent time steps.

Because much of the data processing in each agent depends
on the input data rate, each agent receives half the data and



requires roughly half the compute resources. However, the
question is: Does this decrease in the input data rate per
agent lead to safety hazards? Recent work [25] on AVs (e.g.,
NVIDIA DriveAV [26]) shows that the AVs can often tolerate
a significant drop in the input data rate without causing safety
hazards. For example, authors show that the camera sensing
rate can be decreased from 30 Hz to 10 Hz safely for many
scenarios.

Fault propagation and error detection. Since the divergence
between the outputs of the two data-diverse agents is bounded
in the fault-free case, DiverseAV is able to detect the error by
comparing the output actuator commands (brake, throttle, and
steering angle commands) of the agents. Most errors in AV
software state do not propagate in a way that significantly
affects actuator commands [7]. For those errors that do
significantly affect actuator commands, the outputs of the two
agents may diverge depending on the fault type, propagation,
and masking in each of the individual processes. (i) A transient
fault affects only one process enabling DiverseAV to detect
the fault because of the independence between the agents.
The fault-free agent produces fault-free outputs whereas the
other agent (impacted by the fault) produces the corrupted
outputs. (ii) A permanent fault that affects both processes
may be detectable because in the presence of a fault the two
agents produce significantly different corrupted outputs as the
corruption depends on the internal (private) state of and inputs
to each agent, which are diverse by design [24]. There is a non-
zero chance that a permanent fault will corrupt the state of both
agents resulting in a sufficiently small output divergence that
evades detection. Such permanent faults can be detected using
a fully duplicated system but not DiverseAV. Thus, DiverseAV
trades off error detection coverage for lower overheads, design
complexity and availability. However, we show in §VI-A that
the probability of a missed fault resulting in a safety hazard is
small ( 0:001).

Overall, DiverseAV is a black-box technique that offers
a plug-and-play solution as it requires no knowledge of the
internals of the Autonomous driving system (ADS), requiring
little to no modification to the agent itself for achieving high
coverage of transient and permanent hardware faults. It is
commercially viable because it avoids software modifications to
agents that are costly in terms of development and testing time.
It is advantageous as it provides the state diversity between
the two agents needed to detect random hardware faults at a
significantly lower cost, thus, eliminating the need for a fully
duplicated system.

Contributions. Our contributions include the following:

(i) We propose a novel high fault detection coverage and low
overhead design called DiverseAV for detecting random
hardware faults, transient and permanent, in the compute
elements of the AV.

We have implemented the proposed design using an
open-source agent [27] and an open-source simulation
platform [28].

We provide an empirical characterization of temporal
data diversity in onboard sensors.

Using the open-source fault injection tools NVBitFI [29]
and PINFI [30]?, we have performed an experimental
assessment of the functional safety of DiverseAV in fault-
free operation and in the presence of faults. We also

(i)

(iii)

(iv)

2In [31], authors have shown that fault injection-based fault simulation
techniques estimate SDC FIT rates that are comparable with beam test results.

characterize the performance overhead of the proposed
design.

Proving safety of AVs is theoretically challenging and is
an open research question [32]. Therefore, we empirically
evaluate the functional safety and fault-detection capa-
bilities of DiverseAV on realistic scenarios comprised of
long scenarios and safety-critical scenarios. The long
scenarios consist of daily driving tasks with a mixture of
urban and highway driving [33], and the safety-critical
scenarios consist of short but risky (or incident-prone)
situations [34].

Finally, we compare the fault detection capabilities of
DiverseAV-enabled ADS with an ADS that uses (i) full
duplication of the agents to detect mismatch in outputs
of the agents, and (ii) temporal outlier detection on the
outputs of a single agent to detect anomalies. In each
case, the underlying agent is the same.

Results. Key results include the following:

() High safety. DiverseAV did not pose any negative
consequence on safety in any of the evaluated driving
scenarios.

Highly accurate. DiverseAV detected safety-critical errors
caused by the transient and permanent faults injected
into the compute elements (CPUs and GPUs). For
GPUs, DiverseAV achieved a precision of 0.87 and
a recall of 0.87°. For CPUs, all our injected faults
were either masked or resulted in a DUE, and we
expect the contribution of CPU faults to the system-
level SDC FIT rate to be low. Across all our driving
scenarios, DiverseAV did not raise an alarm (i.e., detected
an error) for fault-free experimental runs. DiverseAV
outperforms a single-agent system (which uses temporal
outlier detection techniques) in terms of accuracy. The
single-agent system yields a precision and recall of 0.17
and 0.52, respectively. We assume availability of a fail-
back system that can be invoked on error to bring the
vehicle to a safe state.

Low performance overhead. Compared to a fully dupli-
cated system, DiverseAV reduced the resource demands
so that the same processor provisioned for a single-agent
system is sufficient to handle DiverseAV’s two agents, al-
though twice as much memory is needed to accommodate
the two independent agents. In contrast, a fully duplicated
system requires double the number of processors and
memory. DiverseAV trades off a marginal decrease in
error detection coverage (compared to fully duplicated
system) for reduction in compute resource overhead and
design complexity while increasing availability.

)

(vi)

(ii)

(iii)

II. BACKGROUND
A. Autonomous Driving Systems

Autonomous driving systems (ADS) are feedback-based
control systems. Examples include self-driving cars, drones,
and unmanned aerial vehicles. Fig. 1 shows the architecture
of a typical ADS. An ADS continuously uses measurements
from the “sensors” to infer the state of the world (“world
model”), plans its trajectory (“planning”), and makes “ac-
tuation” decisions to drive the vehicle towards a set goal,

3High precision means DiverseAV correctly returns many more true positives
(i.e., detects safety violations) than false positives, whereas higher recall (also

known as sensitivity) means DiverseAV identifies a high fraction of true
positives.



the output of the software module (e.g., perception outputs).
The corrupted values are then consumed by other software
modules; which may ultimately taint the actuation outputs.
The fault propagation in the software may also corrupt the
internal state of the software (until the next reset/restart), which
may result in subsequent corruption of actuation outputs in
the future time steps. The corrupted actuation outputs for one
or more time steps may accumulate and change the vehicle's
kinematics suf ciently to cause an accident. The impact of

Figure 1: Depiction of fault propagation in autonomousandom hardware faults on safety is discussed through extensive
driving system controlling the Al-driven vehicle (in red).  experiments in §V-C.

all while ensuring the comfort, safety, and integrity of the NOt all faults are hazardous to the system. Faults may
passenger/vehicle and its surroundings. The control loop ¢&gult in benign masking, a silent data corruption (SDC),
be implemented as an end-to-end deep neural network (DNN)J1@Ng, or a crash. Hangs and crashes are detected by the
agent with a proportional-integral—derivative (PID) controllefYStém via exceptions and heartbeats, whereas SDCs may
(e.g., Dave2 [35]) or as an ensemble of models (EM) agent (eg]q’tentlally propagate to cause safety violations. Lockstep-
Baidu's Apollo [36]) in which each model is responsible fo ased .fuII duplication of software and hardwqre ensures robust
individual sub-tasks (such as perception, planning, and contrg?.teq,'on_ of SDCs; however, they result in high resource
The agent must be able to execute the control loop at a vé#pvisioning, power overheads, and design complexity [16].

high frequency ( 10 100Hz) to dynamically infer changes 1. METHODOLOGY AND APPROACH
in the environment and react to those changes in real time. The . .
algorithms used by the agent are computationally expensive, P€SIIN Requirements
thereby requiring the use of a heterogeneous computationaPiverseAV addresses the following design requirements.
fabric consisting of CPUs, GPUs, and ASICs [16], [37]. Detection of transient and permanent faults DiverseAV
mustonly detect transient and permanent faults that are safety-
B. Fault Models critical with high probability suf ciently far in advance. Detect-
The faults are the primary concern of ISO 26262 [3], whicing faults masked by hardware or software will signi cantly
is an important certi cation for AV compute systems. In thiseduce the overall system availability.
paper, weonly consider random hardware faults, transient Driving scenario-independent. The error detector in Di-
or permanent, that occur in the computational elements varseAV must be able to detect errors for all possible driving
the processor, including pipeline stages, ip- ops, arithmetiscenarios and should not be limited to only those driving
and logic units (ALUs), and the register le. We do notscenarios that were used to train the error detector model.
consider faults in the main memory or cache, as we assumélug and play design DiverseAV must implement a
that these are protected with ECC (e.g., NVIDIA GPUs [38]plug-and-play design, thereby reducing the engineering and
However, when the random hardware faults propagate, thgaployment effort. This means that the AV agent code can
eventually corrupt the destination register of the executimg treated as a black box, where only the API for inputs and
opcode [29], [30], [38]-[40]. We emulate these faults viautputs (e.g., port numbers) need to be known.
instruction-level bit- ip models, in the computational fabrics Low cost DiverseAV must achieve all the above properties
used by the ADS (such as CPUs and GPUs), using statewiith minimal computational and area cost overhead.
the-art fault injection tools [30], [41]. We do not consider . o
sensor faults (e.g., corrupted video frame due to a camé&taDesign Principles
sensor failure) or machine-learning inference faults (e.g., dueln this work, we propose and describe our implementation
to out-of-distribution data). of DiverseAV, which exploits the principle of temporal data
In the transient fault model, we emulate the effect of a fautiversity and redundancy. DiverseAV is an innovative redundant
by corrupting the destination register ofily one dynamic design for autonomous vehicles consisting of two independent
instructiorf. In contrast, in the permanent fault model, wsoftware agents that are dynamic instances of the same
emulate the effect of the fault by corrupting the destinatiainderlying agent models (software) and &iree-multiplexed
register of a selected opcode falt dynamic instances of that on the shared computational fabric to actuate the vehicle. Time-
opcode. The destination register is corrupted by XOR-ing tmeultiplexing allows the following:
original contents of the destination register with a selectedSemantic consistencyEach agent consumes semantically
mask. In this work, weonly aim to detect faults (transient orsimilar data. The sensing data used by the time-multiplexed
permanent) that lead to safety hazards dndiotaim to identify redundant agents are semantically similar because the sensing
the fault type (i.e., differentiate transient from permanent faulfjequency is typically very high, ranging from 10 Hz to 100 Hz
C. Impact of Fault Safet among different sensors, and the world view (world s.emantics)
- Impact ot Faults on Safety does not change signi cantly between subsequent time steps.
Hardware faults can alter the actuation decision outputs;Temporal data diversity. Temporal data diversity is en-
thereby impacting the safety of the vehicle. A typical hardwaferced between the agents at the bit level (bit-level diversity).
fault propagation path is shown in Fig. 1. Hardware faultSensor data obtained at consecutive time steps are semantically
may corrupt the output of the hardware instruction (e.imilar but differ signi cantly at the bit level. For example,
output of the add instruction), which in turn can corrupgbjects captured in the camera frame at time t continue to exist
“Dynamic instances of an opcode are the actual instructions of that opcdfeth€ frame: at time t+1 with small shifts in their positions.
that are fetched and executed by the processor. However, at a pixel location, temporal data diversity is enforced



Figure 2: DiverseAV approach overview.

because the pixel values and hence the bits representing th&t comparison, DiverseAV-enabled ADS can be modeled by

pixel can change signi cantly between subsequent frames d{#, in which the data is distributed to the agents 0 and 1, each

to shifts in object locations. of which execute functiori , in round-robin fashion using a
Error detection via time-multiplexing. Time-multiplexing “sensor data distributor'. Heré;-, x and 1=, x+1 , wherek is

enables detection of hardware errors that propagate fremmon-negative integek(@ Z o), are indicator functions that

hardware to the software state and subsequently impact &otivates on event = 2k) and odd ( = 2k + 1) time steps

AV dynamics and safety. Time-multiplexing of the sensor dataspectively.

between the DiverseAV-enabled agents detects a wide range , _ 1 0. _ 1.0y

of SDCs, since faults either mpact a single agent or IMPaCt(s)'and (5} arc ecuvalent i fhe compodie uncif ) 5

individual agents differently. A fault manifestation in ea?l%tateless, but, in practich(f ) is not stateless. However, (2)

agent may be different because each agent consumes divgiggoximates (1) when the operating frequency of the ADS

(thpugh semantically similar) data inputs and maintains its oOWanqs to in nity. This is because semanticallyandl..; are

private state. similar even thougH, andl;+; are not similar at the bit-

: representation level, i.ejw(li+1) w(ly)jj! , wherew is

C. Model formulation a function that extracts the semantic meaning from the image
Here we present the mathematical abstraction of our systéeng., bounding box of the objects or position of the object in the

An ADS can be abstracted using (1. is the actuation output world), and is bounded and small. This is a fair assumption

produced by autonomous software (expressetl)aa timet because practical implementations of ADSes operate at high

using sensor data inplif on a processing element (expressefiequencies (10-100Hz). However, this assumption is violated

ash). Let f © be the instantiation of . when the hardware is faulty. Under faulty hardware (expressed

u = h(f%1,) 1) ash ), a DiverseAV-enabled ADS can be represented by (3) |

Given an ADS that is well designed and trained and receivesu, = 1;-,¢h (f O 1)+ limokerh (F510):k2Z o (3)
semantically similar data over a small rolling window of size Previous research [24], [42] as well as our own empirical
rw, the average difference between adjacent actuation valadesnonstration of DiverseAV have shown that a faulty hardware
overthe rolling window of sizew are small and bounded,(h ) executing an application produces signi cantly different
ie., i ™iiuca udisw as seen in Fig. §)(a). It outputs even when using semantically similar inputs when the
is plausible to develop a monitor to nd anomalies in thénput data is diverse. In our case, the input data is diverse
timeseries data measuringto detect errors but such a monitorat the bit level which is quanti ed in & A. Because of this
is noisy leading to high false positive rates as discusseddiversity, the average error between adjacent actuation outputs

8VI-C. produced by the two agents over a rolling window of sine



