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Abstract—This paper proposes AV-FUZZER, a testing frame-
work, to find the safety violations of an autonomous vehicle (AV)
in the presence of an evolving traffic environment. We perturb
the driving maneuvers of traffic participants to create situations
in which an AV can run into safety violations. To optimally
search for the perturbations to be introduced, we leverage domain
knowledge of vehicle dynamics and genetic algorithm to minimize
the safety potential of an AV over its projected trajectory. The
values of the perturbation determined by this process provide
parameters that define participants’ trajectories. To improve the
efficiency of the search, we design a local fuzzer that increases the
exploitation of local optima in the areas where highly likely safety-
hazardous situations are observed. By repeating the optimization
with significantly different starting points in the search space,
AV-FUZZER determines several diverse AV safety violations. We
demonstrate AV-FUZZER on an industrial-grade AV platform,
Baidu Apollo, and find five distinct types of safety violations in
a short period of time. In comparison, other existing techniques
can find at most two. We analyze the safety violations found in
Apollo and discuss their overarching causes.

Index Terms—Autonomous vehicles, safety-critical applications

I. INTRODUCTION

From reducing traffic congestion to improving access to
transportation, autonomous vehicles (AVs) hold significant
potential to increase productivity and improve quality of life.
Ensuring AV safety is critical to success in the marketplace,
particularly since there is a public perception problem with
regard to their safety, and this public wariness impacts AV
vendors’ decisions to produce and deploy these vehicles.

Testing is an essential aspect of AV development that ensures
the vehicles driven by self-driving software are safe. Commonly,
AVs are tested using stress-testing techniques. A popular
practice is leveraging human-specified inputs, where a human
operator specifies the maneuvers of surrounding vehicles in
traffic and observes the target AV’s behavior [1]. However,
this approach is expensive and takes a very long time due
to extensive human labor involvement. Recently, researchers
have proposed automatic (or semiautomatic) techniques to
generate test cases for AVs [2]-[6]. These approaches either use
random sampling methods or rely on training machine-learning
models to navigate test case generation [4], [7]. However, these
techniques often overlook edge cases or tend to repeatedly find
failures similar to ones already discovered. Moreover, they can
be inefficient in testing real-world AVs with industrial-grade
simulators, as the state space of vehicle behaviors (including
the physical states of all the vehicles and the internal software
states of the AV) are huge. AV technology vendors, such as

Baidu Apollo, release software updates on a weekly basis [8],
[9]. It is challenging to scale existing AV testing techniques to
such a rapidly developing AV industry.

This paper proposes AV-FUZZER, an efficient AV testing
framework that generates test cases to determine the safety
violations of an AV in the presence of an evolving traffic
environment. We perturb the driving maneuvers of traffic
participants (e.g., other vehicles in the environment) to creating
situations in which an AV runs into safety violations. Our
approach is based on the following insights and observations:
(1) We can formulate the search of the perturbations to be
introduced as an optimization problem that can be solved
using genetic algorithm and the domain knowledge of vehicle
dynamics. We minimize the safety potential of an AV over
its projected trajectory, and the values of the perturbation
determined by this process provide participants’ parameters
that define their trajectories. (2) The efficiency of finding
safety violations can be improved by designing a local fuzzer
that dynamically increases the exploitation of local optima in
areas where highly likely safety-hazardous situations (i.e., near-
miss accidents, etc.) are observed. (3) We develop a restart
mechanism that repeats the optimization with significantly
different starting points in the unexplored search space, to
determine diverse safety-hazardous situations in which the AV
will run into safety violations.

We demonstrate AV-FUZZER on Baidu Apollo, an industrial-
grade, level-4 AV software stack widely used to control AVs
on public roads [10], [11]. We find several safety-critical
deficiencies in Apollo that have not been discovered or reported
before, and we are able to find these safety violations in a
relatively short period of search time. Specifically, we find 13
critical scenarios in which Apollo runs into hazardous situations
that lead to crashes. In contrast, other techniques, such as
random fuzzing and adaptive stress testing [4], find only 1 and
5 safety violations, respectively, in the same amount of search
time. We then analyze the overarching causes of the safety
violations AV-FUZZER reports in Apollo and characterize them
into 5 distinct types that map to various categories of software
deficiencies in that system. Of the 5 types, 2 mimic real-world
AV accidents reported to the California DMV [12] in the past.
While AV-FUZZER finds all 5 types within 20 hours of search,
existing techniques [4] can find at most 2 distinct types, even
given 10x the search time (200 hours).

Because AV-FUZZER is both efficient and effective, it can
be integrated into the AV development cycle. To the best of our
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Figure 1: A high-level overview of AV-FUZZER framework,
including the graphical simulator, and the AV architecture.

knowledge, this is the first study that (i) proposes an efficient
testing framework that assesses how driving maneuvers of
traffic participants impact the safety of an end-to-end, real-
world, industrial-grade AV system and (ii) investigates the
software deficiencies of Apollo that lead to safety violations in
autonomous driving.
To summarize:
We propose AV-FUZZER', an AV testing framework
that quickly finds diverse safety violations caused by an
AV in the presence of a dynamically changing traffic
environment.
We demonstrate the capabilities of AV-FUZZER on an
industry-grade, level-4 AV technology stack, Baidu Apollo,
and find more safety violations much more efficiently than
other existing AV test methods.
We analyze and classify the safety violations AV-FUZZER
reports in Apollo into 5 distinct types, and discuss their
overarching causes.

II. BACKGROUND

In this section, we describe the architecture of an autonomous
driving system, the high-level concept of genetic algorithms,
and the high-fidelity simulations used in this study.

A. Autonomous Driving Systems

AVs use Autonomous Driving System (ADS) technology
to replace human drivers in controlling a vehicle’s steering,
acceleration, and monitoring of the surrounding environment
(e.g., other vehicles) [3], [8], [13]. A modern ADS architecture
consists of a sensor layer and six basic modules [9], as shown
in _ in Fig. 1.

Sensor Layer: The sensor layer preprocesses input data and
filters sensor noise. An ADS supports a wide range of sensors,
such as cameras, inertial measurement units (IMU), Global
Positioning Systems (GPS), sonar, RADAR, and LiDAR. In
this study, we use the prototype vehicle Baidu Apollo, which is
equipped with two camera sensors (one at the top and another
in front of the vehicle) and one LiDAR [9].

Perception Module: The perception module reads data
from the sensor layer to detect static objects (e.g., lanes,
traffic signs, or barriers) and dynamic objects (e.g., passenger
vehicles or trucks) in the traffic environment using computer

I AV-FUZZER can be downloaded at https://github.com/cclinus/AV-Fuzzer

vision and deep-learning techniques. The object detection
algorithm performs tasks, such as segmentation, classification,
and clustering, based on the sensor data from individual sensors.
Then it uses fusion techniques such as extended Kalman
filters [14], to merge the data and generate a final track list of
objects.

Localization Module: The localization module is respon-
sible for providing the location of the AV. It fuses multiple
sets of input data from various sources to locate the AV in the
world model. It does so via aggregation of input data from
GPS, IMU, and LiDAR sensors.

Prediction Module: The prediction module is responsible
for studying and predicting the behavior of all the objects
detected by the perception module in the world model. It
generates basic information on objects, such as their positions,
headings, velocities, and accelerations, and then uses this data
to generate predicted trajectories with probabilities for those
objects.

Routing Module: The routing module generates high-level
navigation information based on the current location and
destination of the AV. The output of the module, passage
lanes, and roads are computed based on the HD map.

Planning Module: The planning module generates naviga-
tion plans based on the origin and destination of the AV and
computes a safe (i.e., collision-free) driving trajectory for the
AV using the output data from the localization and prediction
modules.

Control Module: The control module takes the planned
trajectory as input and generates control commands (e.g.,
actuation, brake, steer) to pass to the CAN bus, which delivers
the information to the AV’s mechanical system.

B. Genetic Algorithm

Genetic algorithm (GA) [15], [16] is a meta-heuristic search
algorithm inspired by natural evolution. The algorithm starts
with an initial set of candidate solutions, which are collectively
called the population. The algorithm is driven by a fitness
function that computes the fitness score of a candidate. The
fitness score reflects how good the candidate is at solving the
problem.

At each stage, some candidate solutions are chosen from the
population for recombination operations. There are two types
of recombination operations: (a) crossover and (b) mutation. In
crossover, two candidates are randomly chosen and exchanged
in the hope of generating a better solution from a good one.
This operation tends to narrow the search and move toward
an optimal solution. In mutation, one candidate is randomly
selected. The operation flips a bit or an entity in a solution,
which expands the search exploration of the algorithm. In
general, recombination operations give rise to new, better-
performing members, which are then added to the population.
In contrast, members that have poor fitness scores are gradually
eliminated. Each such processes is called a generation and is
repeated until either a population member has the desired fitness
score (hence a solution is found) or the algorithm terminates
upon exceeding the time allocated to it.



C. High-Fidelity Simulation Platform environment can be chosen from existing road structures

We use an Unreal Engine (UE) based real-time simulati@PPorted by the simulator used. For example, in our study,
platform, LGSVL [17], that is capable of simulating comple¥Ve use theLGSVL graphical simulator [17] that supports
urban and freeway driving scenarios using a library of urbdipth freeway and urban road_structures. Users can als_o create
layouts, buildings, pedestrians, and vehicles. The simulator i€ road structures for their tesiv-FUZZER is not tied
generate various sensor data at regular intervals (from camet@garticular con gurations. In this study, the allowed NPC
LiDARs, etc.) that can be fed to the ADS platform, providingN@neuvers consist of acceleratlon/decelerat!on, foIIOW|ng.Iane,
an end-to-end simulation environment for testing ADSs. TH#d making lane change. When accelerating/decelerating, a
simulator supports a representative model of physics trf@fget speed (ranging from O - 41m/s) is set for the NPC.
mimics real-world vehicle dynamics, enabling a high- delity' "€ vehicle will try to reach the target speed based on the
simulation of vehicle behaviors and their moving trajectorigénématics of the vehicle. These maneuvers are implemented
The high- delity simulation also indicates a large search spa@d supported by LGSVL simulator APIs [17].
of vehicle states (i.e., positions, velocities, AV internal softwar. . Y
states, etc.). The simulation platform is a typical environmeﬁt‘ Domain Knowledge Modulé (in Fig. 1)
used by the AV industry to develop and test their ADSs.

Ill. AV-F UzzER OVERVIEW

This section presents an overview A¥-Fuzzer. Our
overarching goal is to ef ciently identify traf c maneuvers
of surrounding vehicles that lead to AV safety violations. We
use GA to minimize a de ned tness function (equivalent to the
safety of the AV) to guide the search for problematic maneuvers. L ,
In this context, each time we nd a highly likely safety-F'g_ure 2: Real-world examples of V|o_lat|ng safety constraints
violation case, we trigger further exploitation of the surroundin hich lead to crgshes (EV = ego vehicle or the AV under test;
areas (i.e., perturbing parameters of the surrounding traf c) o/ = target vehicle or NPC)
pinpoint hazardous conditions that lead to safety violations. WeAV-FUZZER leverages domain knowledge to perform an
do so by using GA to rst explore towards high-potential ared&formed exploration to search for possible scenarios that are
in the search space where the safety of the AV is low. Then Wkely to lead to AV safety violations. It does so by combining
leverage a local fuzzer to extensively exploit each of these higighicle kinetics and a safety model with a de ned tness
potential cases and evolve them into safety-violation scenarig)ction to guide the scenario-generating process.
if possible. When we observe the process getting stuck, wel) Safety Model:AV-Fuzzer allows users to de ne a set of
restart the search from a signi cantly different starting point igafety constraints their tests based on the design requirements
an unexplored area in the search space, based on the histogédhe AV, the operational design domain (ODD), and traf c
trajectories we have already explored. By moving across ti#vs (which depend on geographical location). Violating the
optimization space in this way, we are able to determinecandition(s) of the safety constraints indicatesafety violation
number of diverse safety-violation scenarios of the AV. ~ One of the requirements for AVs is that they follow traf c

Fig. 1 shows the overall structure of th&/-Fuzzer regulations and do not cause at-fault accidents. Therefore, we
framework, as well as diagrams of the simulator and the Ale ne two common safety constraints that an AV must follow
under testAV-FuzzeR (E) consists of a con guration module in order not to cause any at-fault accidents on public roads.
(E) that speci es the driving environment, a domain knowledgé/e use one real-world example for each to illustrate the safety
module { ) that de nes safety model and vehicle kinetics, angonstraints we de ne in our safety model. These are shown in
a fuzzing enginel() that drives test scenario generatig®/- Fig. 2.

Fuzzer is connected to a graphical simulatdr)(that feeds =~ SC-1:The rst example corresponds to a problem with Tesla
sensor inputs to the AV under te$t) and provides a simulation Autopilot: the Tesla fails to register the vehicle in front of it
platform. In this paper, we call non-AV traf ¢ participanteon- and accelerates; the Tesla rear-ends the vehicle, leading to
player character§NPCs) or target vehicles (TVs). We refe@ fatal accident [18]. Based on traf ¢ regulations, Tesla has
to the AV under test as the ego vehicle (EV) or the AV. Waigni cant liability in the rear-end collision, since it failed to
de ne ascenarioas a sequence of NPC maneuvers performéﬂaintain a safe distance from the leading vehicle. We de ne
in a given a driving environment in a simulation. maintaining a safe distance from the leading vehiateone of

) o ) . the safety constraints, SC-1. Hence, failure to do so and thus
A. Con guration: Driving Environment Setud=(in Fig. 1)t cause an accident results in safety violations.

The con guration module speci es the driving environment SC-2: The second example (shown at the bottom of Fig. 2)
in which the test is conducted. In the setup, the useA\f illustrates an accident in which a Google AV failed to yield
FuzzeRr speci es adriving environmentthe road structure to a vehicle (TV) approaching from behind in the adjacent
where the test happens, NPCs and their initial states, dade, resulting in a side collision [19]. In this case, the TV had
the allowed maneuvers of NPCs in the test. The drivirthe right of way, and the Google AV should have yielded to



This process is repeated until a scenario with lower safety
potential is found. In that way, the GA performs a directed

exploration in the NPC maneuver space to narrow the search
and move towards safety violation scenarios. Once the GA nds
a scenario with a low safety potential, we use the scenario as

Figure 3: Vehicle kinetic safety model. De nition ofly,, asSeed scenaridor exploitation & in Figure 4). Note that this

dsare and  for lateral and longitudinal movement of the car.exploration process can also be guided by other optimization
algorithms; however, we choose GA since it provides better

it. Hence, the Google AV has signi cant liability. We de ne ef ciency in optimizing trajectories in high- delity simulations.
yielding to a vehicle that has the right of wag the other We will further explain this in Section IV-B and V-A.
safety constraint, SC-2. Failure to do so and thus causing amnwe designed #ocal fuzzer(A in Figure 4) that takes the seed
accident will result in safety violations. scenario and iteratively exploits its close variants to identify

Recall that our goal is to determine the NPC trajectories gafety violations. The local fuzzer is triggered as a subroutine
a scenario in which the AV will run into the safety violationsof the GA when a scenario with low safety potential is observed.
There can be many possible such NPC trajectories that @ur intuition is that there might exist a safety violation around
lead an AV to violate the safety constraints (either SC-1 arnear-miss case, hence we exploit the local optima of it before
SC-2)—these trajectories are what AWEZER aims to nd. the search is directed to a different target area. In this step,

2) Vehicle Kinetics:We de ne a vehicle kinetic model that the GA main process is suspended, and the local fuzzer takes
connects vehicle dynamics with the safety model. This kinetiyer and searches the NPC maneuvers around the seed for
model is applied to the conditions of violating the safetgafety violations given a period of search time. The GA main
constraints in a collision to quantifyafety potentialln the process is resumed at the end of the local fuzzer's execution.
vehicle kinetic model, we de ne the instantaneous safety criterfeny safety violation scenarios found during the process are
of a vehicle in terms of the longitudinal (i.e., in the directiorieported.
of the vehicle's motion) and lateral (i.e., perpendicular to the We monitor whether the tness of the generated scenarios
direction of the vehicle's motion) Cartesian distance travelléd improved over time in the GA. If it is not, we conclude
by the AV (see Fig. 3). We de ne, the safety potential, in (1). that the GA is stuck at a local optimum. We launciRandom

= dsafe  Ostop (1) Restartprocess if that happens (shownAnin Fig. 4), such
In the equationdsate [20], [21] of a vehicle is de ned as the that @ new set of scenarios are initialized and the GA can

maximum distance the vehicle can travel without colliding witfestart. We do this by randomly generating a large set of NPC
any static or dynamic objectls,p is de ned as the distance maneuvers for the new set of scenarios and choosing the ones
the vehicle will travel before coming to a complete stop whilhat are most different from those in past scenarios that the

the maximum comfortable deceleratiapay is being applied. GA generated. The restart mechanism ensures that (1) the GA
Similar models have been proposed in [13]. gets out of the stuck point when the search direction is likely

A vehicle is de ned to be in a safe state if> 0 in @& dead end, and (2) distinct safety violation scenarios can be

both the lateral and longitudinal directions with respect #®und as a result of the restart in an uncharted area in the
another vehicl@. The safety potential,, is measured and Search space. These components synergistically work together
monitored globally in a scenario for every vehicle in the drivingnd dynamically balance exploration versus exploitation in the
environment with respect to the conditions of safety violationggarch.

In generall, thg smaller is, the larger the I’ISk.Of leading toD_ Putting AV-FUZZER into Perspective

a safety violation at that moment, as the vehicle needs more

space than is available to avoid the collision. The fuzzing engine features informed searching according
to the feedback from introducing a new NPC maneuver in a
C. Fuzzing Enginei( in Fig. 1) scenario. The feedback based on the tness function is provided

) ) . ) by monitoring the states of vehicles in the environment, and it

_Fig. 4 illustrates the work ow of the fuzzing engine. At aapplies domain knowledge when computing the safety potential.
high level, ourfuzzing enginestarts with GA f in the gure), For jllustration, we use one of the safety violation scenarios
which is guided based on feedback from a tness function. Wg ;g by AV-FUzZER as the running example in Fig. 5.
de ne the tness function in terms of the safety potential Fig. 5 (a) shows a TV that tries to overtake the AV, leaving a
which is measured using the actual AV self-driving performanggye space in front of the AV. If the speed of the TV increases,
and NPC trajectories in a scenario. The GA starts with a sgtear-end collision is less likely (shown in Fig. 5(b)). We will
of scenarios with randomly generated NPC maneuvers in thgserve an increasing value. However, if the speed of the
population. It then introduces changes to the NPC maneuvesg decreases, will decrease, leaving the AV with less time
via recombination operations. The GA keeps the scenarios thay space in which to respond and avoid the collision (shown
have lower safety potential and eliminates the ones with high Fig. 5(c)). Ideally, if an AV is defect-free, it should be
safety potential, based on the tness scores of the scenarigsie to handle these changing behaviors of the TV and avoid

2We use the shorthand> 0 to mean both lateral and longitudinas. causing accidents given the safety constraints (Sedtic®1).



Figure 4: Work ow of Al-driven fuzzing engine.

However, if the AV is defective, the latter case (with lowgr shown in Fig. 7. Ascenariq denoted byD, is characterized
will lead to a scenario where the AV is more likely to reveal by the set of all maneuver sequences of NPCs (De.;7
safety violation. The GA randomly mutates an NPC maneuver N7 : 8ig).

in every scenario. By monitoring in the scenarios, the GA is The maneuvers of the AV are dependent on the state of
able to select scenarios that have lower safety potential (ithe AV at timet and on the previous maneuver at time 1
lower ) as a result of the mutations and discard the ones witshown in (2)). They are chosen by the planning module in the
higher safety potential. In our example, scenarios similar &DS of the AV and denoted b, . The control module in the
that in Fig. 5(b) are likely to be eliminated, whereas scenarid®S takes these maneuvers and provides actuation commands
that are similar to that in Fig. 5 (a) are carried forward in thge.g., steer, throttle, brake), denoted A¢" . The actuation
GA evolution. In this way, the surviving scenarios will contaicommands drive the AV in the simulator.

the NPC maneuvers that are more likely to lead to AV safety mA = Py (S NPC;i ‘mAY, )

violations. . :
The AV uses KY,.), which senses data from multiple

cameras, LIDAR, RADAR, GPS, and IMU, to determine its
own state as well as the states of all the NPCs. This is shown in
(3). Here,L 5y corresponds to the AV's sensor layer, perception
module, and prediction modul&; is what our fuzzing engine
observes and uses to compute safety potential in the tness

function. AV
Figure 5: The GA searches for safety violation scenarios St = Lav(lii) )
9 ' y The maneuver of thé" NPC at timet is dependent on

in NPC maneuver space based on the actual self-drivilrtlg own state as well as the previous maneuver at ime
performance of the AV. P

1, as that is shown in (4). Heri@gi,, is the planner of the
IV. ALGORITHM DESIGN simulator that issues maneuvers for NPCs. The controller takes
This section presents the formalism for the fuzzing engirf@0S€ maneuvers and provides actuation commands, denoted
_ _ _ A~ ", to each NPC. The actuation commands drive the
A. Modeling Vehicle Behaviors NPCs in the simulator. The NPC maneuvers are what our

Let m; be a driving maneuver employed by an agent (eithé&izzing engine perturbs via simulator API.
NPC or AV) at timet. We usem{'" ' to denote the maneuver mNPCT = Py (SNPCT ;mNPCI @
of i NPC andm¢ for the AV. A sequence of MANCUVEIS  The state of each agent is readily available to the simulator
performed by thé™ NPC until timet is denoted by ;' "',
and by the AV as &V . We use NPC = f NMPY :gigto
represent the set of all NPC maneuvers until time

We de ne thestateof ani™ agent at time asS}. It consists o
of the agent's positionx), velocity (), and accelerationaj. B. Genetic Algorithm
We useS; "' to denote the state of tH& NPC andSAY to  Why GA?There are various optimization algorithms that can
denote the state of the AV. The states of all agents at time-steg chosen to guide the search. We choose GA for the following
t are denoted by . In our study, the states are observed fromeasons: (1) We empirically observed that GA can be more
the simulator. ef cient than model-based techniques, such as reinforcement

We usesim outputto denoteO; at time-stept. It is 3D learning (RL), in optimizing NPC trajectories in a high- delity
frames generated by the simulator's rendering engine (egimulation. This is because the state space of trajectories
Unreal Engine). The AV reads sim output using sensors (eand vehicle behaviors is huge in a high- delity simulation.
camera images, LIDAR point-cloud, RADAR data, and GPObserving a repeated one, necessary for RL to be effective,
location) as input;. requires RL to accumulate a huge set of historical data, which

Recall that adriving environmenis characterized by the can be very time-consuming. In contrast, GA guides the search
initial state of the NPCs and the AV, and the road type (i.day trial and error without relying on having a huge set of
urban vs. freeway). Examples of driving environments ahéstorical data. (2) There are inherently many local optima in

through its direct access. The states of all the agents and
actuation values in the simulator generate 3D fra@g
forming the observations of the AV that transformIf,.,.

= Rsim (St;Ay) %)



Figure 6: A high-level overview of the genetic algorithm design.

the space, each of which may correspond to a unique caseafididate scenario, and the GA decides whether the candidate
safety violation. We aim at nding as many safety cases asenario should be considered for the next evaluation round.
possible, and GA is found to be ef cient in promoting solution 3) Recombination OperationsThe recombination opera-
diversity [22]. (3) Other methods, such as Bayesian lineions consist of mutation and crossover. The high-level ideas
regression [23], Bayesian optimization [6], and variationalf the two operations are shown in Figure 6.

inference [24], are promising but can be either data-inef cient Mutation: Given a set ofm{\”jc;I in a scenario, the

or dif cult to scale to a high-dimensional state space. Wmutation operator randomly chooses one of them and randomly

evaluate the performance #V-Fuzzer and compare it with changes it with a maneuver from the allowed NPC maneuvers

other techniques in Section V. (Section IlI-A) with a probability ofr,.
The high-level work ow of the genetic algorithm is shown Crossover:We designed the crossover operation as a swap
in Fig. 6 and will be described next. operation, which increases the chances of combining the NPCs

1) Initialization: We begin with a set of randomly initialized in two scenarios to form a new scenario with a higher chance
scenarios as our initial population. Recall that a scena@pAv safety violations. In every generation, the swap operation
is characterized by a sequence of all NPC maneuvers (irendomly selects two NPCs in two scenarios, one from each,
f MPCT 1 8ig). In the GA, a scenario corresponds to @and swaps the two NPCs with a probability ref
chromosome, and a maneuver,” ' for the i NPC  We experimented with,, andr. values in the range that the
corresponds to a gene. We ensure that at time-step0, GA literature recommends [16] and chose 0.3 and 0.4 for

all agents are safe, i.e4=0 > 0. andr, respectively; they result in the shortest time to arrive
2) Fitness Function:In the GA, the tness score of a g safety violation scenarios in our case.

be carried forward or eliminated. There are a few proposals fgfiminate un t candidates from the population. We do this by

designing tness functions in the area of testing autonomoisegrating a roulette selection process that selects candidates

systems [25]. For our testing purposes, We choose to design pproportion to their tness scores. If a scenario has a higher

tness function based on domain knowledge and vehicle safefhess score, it will be selected more often. To do this, we

Our tness function gives a tness score to each scenario baseg;e" the candidates according to their tness scores.TLet

on the AV's and NPCs' performance. Since we are 100king fgfe the sum tness score of all the scenarios in a generation. A

AV safety violations that lead to crashes, we de ne our tnesgandom number from 0 td falls within the range of some

function with the objective of decreasing safety potential ( scenario, which is then selected. With tness-proportionate
can be decreased by either decreasigg. or increasing selection. There is a chance that some scenarios with lower

dstop (O both) as de ned in (1)AV-FuzzeR achieves this scores may survive the selection process. The reason for this is

by choosing NPC maneuversi®© ) that can lead to such that the probability that the weaker scenarios will survive is low,

conditions, shown in Sectiolfi-D . As shown in (6), our tness pyt not zero, meaning it is still possible they will be selected.

function optimizes decreasing of That is an advantage because there is a chance that even weak

F(Pav; NP€)=minf ,:8tg (6) scenarios may have some features or characteristics that could

In our simulation experiment, we measured the tness scopgove useful following the recombination operations [26].

of a scenario four times per secdnd smaller ; measured at

a time-stept indicates a higher risk of safety violation at timeC' Local Fuzzer

t. The risk can be mitigated or increased in the next time-stepThe intention oflocal fuzzeris to dynamically increase

(t + 1), depending on the dynamics of the environment. the exploitation of the surrounding areas when any scenario

We are interested in solving the following optimizatioith anhigh potential for safety violations is discovered. Such
problem in the GA: high-potential cases may represent near-miss cases of safety

NPC NPC ) violations. We use them aeed scenariosThe local fuzzer
process focuses on exploitation that mines local optimum in

where NPC  are the NPC maneuvers that may cause the A@€ neighborhood based on those seed scenarios collected by

to have safety violations. The tness score is used to rank el GA. Once a scenario (sayign ) with a high tness score

I , . _ is found by the GA after a few initial stages of evolution, the
This is to balance experiment time and measurement granularity, as each . il b d d 0. A b fi f
measurement of the tness score requires the simulation to pause, which siggEnaro wi € used as a seed scenario. suproutine or a

down the entire simulation process. local fuzzer will be called while the evolution process of the

=argmin F (Pay ;
NPC



GA is paused. In the local fuzzer, a new populatiorcigfh

is initialized with the seed scenario, and a mutation-based
fuzzing process is performed based on the new population. To
maintain a high level of safety violation potential during the
local fuzzing, we stick with the tness function as in the GA,
but with a doubled mutation rate, based on the seed scendtio
as the entire population of the local fuzzer. At the end of local We evaluate the efciency of comparing it against two
fuzzing, chign in the GA will be replaced by a scenario with abaselines with respect to (1) the total number of safety
higher tness score found during the local fuzzing (if there igiolations found and (2) the mean time to the occurrence
one). This ensures an opportunity for a good gene of a bettdra safety violation, given a xed search time. For our rst
scenario to be introduced into the GA population. After thisaseline, we build a random fuzzer that generates random
local fuzzing, the subroutine ends, and the main process of iPC maneuvers in every scenario. For the second baseline, we

(a) DS-1: Freeway (b) DS-2: Urban
Figure 7: Driving environments supported by simulator.
Ef ciency

GA is resumed. choose a state-of-the-art adaptive stress testing (AST) technique
powered by reinforcement learning (RL) [4]. RL is a popular
D. Random Restart machine-learning algorithm based on Markov decision process.

In addition to the local fuzzer, we employ a random restafYe establish the baseline by adopting the code of an RL
(RR) mechanism inAV-FUzzER to promote solution diversity. AST technique in [4]. Similar AST techniques are also used
The RR will be activated on demand, dynamically navigatin§ [°]: [7]. We connect the two baselines to our simulation
the exploration to an uncharted area in the search space wiEffstructure by replacing the fuzzing engine in the framework
the GA gets stuck. If we observe that the tness score dofggure 1) with either a random fuzzer or an RL AST.
not improve over time, we force an RR. We monitor the tness F19- 7 illustrates two driving environments (freeway and
improvement by comparing the current tness score with tH&Pan) that are supported by the simulation engine and are
average score over the last ve generations. We keep the fyfed in our evaluation. In each environment, th_e AV and NPCs
history of NPC maneuvers explored in every past scenario &A@ Placed on the road, separated by some distance. The blue
use them to generate new initial populations for RR. Whe/ghicles with bounding boxes are the NPCs whose maneuvers
forcing an RR, we create 1,000 candidate scenarios initializ8ff Subjected to change. The driving environments are common
with random NPC maneuvers and then select the most-differ&ftving cases encountered by drivers on a daily basis. The
ones for the new population of RR. The similarity comparisoYmeh"?leS_ are |n|t|al|zed_ with zero speed and in a safe sta’Fe. The
is done by computing th&€uclidean distancébetween the destination of.the A\/ is _set to the .fgr end qf the other side of
NPC trajectories projected by the initialized maneuvers in tfig€ road. A simulation in each driving environment takes an
candidate scenarios and those in every past scenario, hencé¥f¥age of 3.6 minutes to evaluate in our setup.
do not require running simulations. The Euclidean distance is
calculated based on the locations sampled every second along
each of the trajectories.

E. Termination

We repeat the above steps of the GA, local fuzzer, and RR o _ o
until a given time budget is exhauste¥l/-Fuzzer then returns (@) NO- of s-afety vnolatuor.\s (b) Meantime to safety violations
all the scenarios that resulted in AV safety violations during Figure 8: Ef ciency of AV-FUzzER.

the evolution. It is possible that no such solution scenarios Fig. 8a shows the numbers of safety violatiohé F UzzER,
have been found. In that casy/-FuzzeR reports empty. Note R| AST, and the random fuzzer found in DS-1 and DS-2, given
that there could be many reasons Why-FuUzzER might be 3 10-hour simulation time budget for each technique in each of
unable to nd any safety violation scenarios. For example, th§s.1 and DS-2. As can be seen, no safety violations are found
ADS under test may be robust against violating the de n§ff ps-1 by the random fuzzer, and 3 are found by RL AST.
safety constraints, or the search time allowed AFUZZER |n contrast, AV-FUzZER nds 5 safety violations. In DS-2,

might have been too short. AV-FuzzeR nds 8 safety violations, whereas RL AST and
random fuzzing nd only 2 and 1, respectively.
V. RESULTS Fig. 8b illustrates mean time to safety violation found by

AV-FuUzzER, RL AST, and the random fuzzer in DS-1 and
In this section, we demonstrate the ef ciency and effectiveys-2. During the searchAV-Fuzzer generates a total of 5
ness ofAV-FuZzzER in terms of the time needed to nd safetyand 8 seeds in DS-1 and DS-2, respectively. The local fuzzer
violations and their diversities. We then analyze the safefyns for 5 generations based on each seed. The mean time to
violations found in Apollo and discuss their underlying causesafety violations is calculated by dividing total simulation time

Our experiments were conducted on a Ubuntu PC with 256Gy the number of the safety violations found by a technique.
memory, an Intel Xeon CPU, and an NVIDIA GTX1080 TIThese are 120 mins and 75 mins fW-Fuzzer in DS-1 and

Apollo 3.5 and LGSVL 2019.05 were used in our experiments.



DS-2, respectively. They are about 300 mins and 200 minannot be found by existing techniques even given 10x the
for RL AST, and at least 600 minutes for the random fuzzeearch time (200 hours). We show one example of each type
Moreover, it took 177 mins foAV-Fuzzer to nd the rst in Fig. 10.
safety violation in DS-1, and 162 mins in DS-2. In RL AST, Fig. 9 shows the Euclidean distances (Secli¢i ) between
it takes 296 mins and 224 mins to nd the rst one in DS-INPC trajectories across the 5 examples. The larger the distance,
and DS-2, respectively. The random fuzzer nds only 1 safethe more different the trajectories. As shown, the types have
violation in DS-2 across the entire evaluation. quite different NPC trajectories, with a minimum of 25.03
Overall, our evaluation shows thAlV-FuzzER is able to meters between example 2 and example 4, and a maximum of
nd more safety violations given the same period of seardb.76 meters between example 2 and example 5. The average
time, hence it is more ef cient than either RL AST or randondistance between scenarios is 63.65 meters. The size of the
fuzzing. The reasons th&V-FuzzER outperforms both RL vehicle in our simulation is about 4.3 meters in length.
AST and random fuzzing are as follows: (1) Our local fuzzer
(SectionlV-C) in AV-FuzzeRr reduces the time needed to nd
different local optima by dynamically increasing exploitation
when likely safety violation cases are nearby. As we further
measured, the mean time to safety violations is reduced by
about 1.8x on average if we remove the local fuzzeAik
FUZZER. (2) Thg restart mgchamsm (SchdMD) helpg Figure 9: Euclidean distances (in meters) between NPC
AV-FuUzzER continue when it gets stuck, which saves t'm?rajectories in safety violation scenarios
during the search. (3) GA, which is a meta-heuristic search '
algorithm, provides a quicker solution than model-based RL in Example 1in Fig. 10 is a scenario in which the AV rear-
optimizing NPC trajectories. This is because an NPC trajectagpds an NPC that is trying to overtake the AV. From the AV's
consists of a dense set of continuous values in a large sppegespective, the NPC is detected, moving at high speed, as
Observing a repeated trajectory, which is necessary for RL garly as the time the NPC came to be behind the AV. However,
be effective, requires accumulating a huge set of historical daltee AV is not able to predict the NPC's intention to cut in front
for the training, which can be very time-consuming. One wayf it, and hence does not take preemptive measures to slow
to mitigate this is to simplify an NPC trajectory by specifyingdown and yield to the NPC. The NPC then starts merging into
fewer discrete way-points to approximate where a vehidke AV's lane, but the AV is moving too fast to maintain at a
should move. Similar approaches are used in [6], [7] faafe distance from the NPC, leading to the rear-end collision.
simpler environments. However, in our real-time, high- delityJsually, this type of accident can be avoided by humans drivers,
simulation, such simpli cation of vehicle dynamics signi cantlyas humans can identify intentions based on early aspects of the
distorts the experiments, making the driving scenarios andertaking. Those early hints enable human drivers to apply
physics unrealistic. Hence, the cases found in such setups laakes earlier and likely avoid the mishap. One way to mitigate
no longer representative of the real world and provide littkhis problem in AVs is to identify such NPC maneuvers based
insight into the testing of an industry-grade AV such as Apollon their trajectories and reduce speed accordingly to cooperate
. . in the merge-in maneuver of the NPC, just as human drivers
B. Safety Violation Scenarios would commonly do. Unfortunately, Apollo is not equipped
We review all the safety violation scenarios observed imith such safety measures.
our experiments and classify similar ones into groups basedVe observe that a similar accident was recently reported by
on their underlying causes. As a result, we categorize all tReny.Al in Fremont, California, to the California DMV [12].
safety violation scenarios into 5 distinct types based on vehides stated in the report, a Tesla Model 3 tried to overtake the
trajectories and possible design de ciencies in Apollo. Afte&V that Pony.Ai is test driving and to merge into the AV's lane.
obtaining the result described above, we continue running tbafortunately, the AV failed to identify the intention of the
test for another 90 hours for each of DS-1 and DSAZ: Tesla and caused a rear-end collision. This indicates that the
Fuzzer ends up with another 46 safety violation scenarios &inds of de cienciesAV-FuzzeRr found do exist in real-world
the result of the search, thereby reaching a total of 59 duriAy systems and traf ¢ environments.
the 200-hour search)Ve observe that all the safety violation Example 2in Fig. 10 shows that the AV tries to overtake
scenarios, including the additional ones, are variants of thethe slow NPCs (TV1 and TV2) in front of it. The routine
types. Moreover, these 5 types are all revealed in the 13 safetyplanned as a curvy trajectory that includes both TV1 and
violations found in the rst 20-hour search b&/-Fuzzer, TV2. As TV1 accelerates, the AV still tries to include TV1
indicating a saturation of the searchote that RL AST and in its trajectory, so the curvy trajectory becomes very long.
the random fuzzer respectively only discover 2 types (Tyg@onsequently, the AV cruises between two lanes along with
1 and 3) and 1 type (Type 1) among the 5 during the entitiee trajectory regardless of the state of TV2. Finally, the AV
200-hour search. This shows th&¥-FuzzeR can discover fails to yield to TV2, which has the right of way, and collides
more diverse safety violation scenarios in a shorter period with it. The time-evolving simulation views of this scenario are
time (20 hours in our simulation experiments), many of whickhown in Fig. 11. As seen, TV1 and TV2 were detected by the



Figure 10: Examples of safety violation scenarios.

NPC speed was 4.56 m/s, as measured from the simulator.
(2) We also observe that Apollo's planner can be wrong even
when the NPC trajectory is predicted correctly. Fig. 12 (b)
shows this case. As seen, Apollo's planner issues an overtaking

(a) Time 1 (b) Time 2 (c) Time 3 action (shown in a blue fence) that crosses the NPC's estimated
trajectory. Therefore, the AV starts accelerating, leading to an
accident.

(d) Time 1 (e) Time 2 (f) Time 3

Figure 11: Example 2: Time-evolving simulation view (Top

is simulation view, bottom is Apollo view). ) ) ) )
Figure 12: Example 3: (a)Failure to predict NPC trajectory;

AV (seen from Apollo's view), but the planning module of the)the planner issues an overtaking action when it should not
AV did not plan a new action to accommodate the moving T ) )
Example 4 illustrates a cascade accident. As shown

and TV2 during the overtaking; hence, the AV kept cruisin% ' llo is followi erati
between lanes. This scenario reveals the design de ciency'df '9- 10. Apollo is following TV2. TV2 starts accelerating,
and so does Apollo. At some point, TV2 rear-ends TV1,

Apollo in this situation.
P mhich is stationary. As a result, the speed of TV2 is suddenly

Example 3in Fig. 10 shows a generic case of an accide : ; .
that Apollo usually fails to avoid. While the AV is cruising"€duced to zero, leaving Apollo little time to react. Apollo

at high speed, if an NPC cuts in at very low speed from gpierts applying the prake when it is only 7.3 m ”0'.“ Tv2, and
adjacent lane, it may lead to a rear-end collision. The reason Ty Tpeed of AFIOHO is 41 km/h. Based on our prci ling, Apollo

be a combination of several possible problems in Apollo. ( ould need 'at. east 8.75 m t9 come to a complete stop, so a
We observe that in such scenarios, Apollo usually mispredicf r-end colllspn occurs. Similar probl_e_ms have be_en revealed
the future trajectory of the NPC, failing to identify the intentior}” Tesla Autop|I(_)t [27]. One way tp mitigate th_em IS to s_teer
to overtake. The NPC trajectory prediction is done by machir{g-e AV 1o the gdjagent Iar_le (7 available) to ?Vo'd the accident.
learning-based models in th&rediction Module(Sectionll-A). . Example 5in F'Q- 10 |IIustrates_ a case in which an A\_/
Fig. 12 shows the moment before the accident happens. |Rgerprets two yeh|cles .that are s@e—by-&de as one vehl'cle.
seen, the AV is not able to predict the future trajectory (Whic'r:1Ig 13 shows time-evolving §|mulat|on views of this scenario.
should be shown as a long tail) of the NPC, and hence failsﬁg seen, two NPCs are maving ahead at a very short distance.

take preemptive action to decelerate to avoid the collision. W&'€ AV sees the two NPCs as just one, which it thinks is

notice that in this case, the NPC is predicted by Apollo to hat@c@ted in the adjacent lane. Consequently, the AV continues
accelerate until it is too late to prevent a collision. This

a speed of 0 m/s by Apollo at that moment, whereas the acti , ; i
P y AP scenario occurs because of problems in Fleeception module






